
WHAT STARTUPS 
NEED TO KNOW ABOUT 

DATA PRIVACY LAW

WHAT STARTUPS 
NEED TO KNOW ABOUT 

DATA PRIVACY LAW

bfaandco www.bfaandcolegal.com



What is 
Data Privacy?

Data Privacy refers to the protection and 
confidentiality of an individual’s personal 
information and right to control, access 
and transfer said information. 

Although Nigeria does not have a statute 
on Data Privacy yet, a subsidiary legisla-
tion exists. The Nigeria Data Protection 
Regulation (NDPR) which was brought to 
the fore by the National Information Tech-
nology Agency (NITDA).

The NDPR governs the rights of individu-
als to data privacy. In order to foster safe 
conduct for transactions involving 
exchange of personal data. 

One of the key principles in the regulation 
is that data cannot be obtained unless the 
specific purpose of the collection is 
known by the person who owns the per-
sonal data (data subject) -Consent.

Another laudable feature in the regulation 
is its recognition of modern data security 
measures. Such protection measures 
include setting up firewalls, making use of 
data encryption technologies and protec-
tion of emailing systems.

Finally, the regulation provides implemen-
tation mechanisms which are relevant to 
Startup administrators as well as other 
organizations.

Data Privacy Law is a recognized area of 
law in Nigeria. The Nigerian Constitution, 
in Section 37, provides a foundation as it 
protects the right of Nigerian citizens to 
privacy.

Data Privacy Law refers to a body of law 
which protects the privacy and confiden-
tiality of personal information.  These laws 
are applicable to anyone or entity that 
collects, stores, uses or shares the data of 
individuals.

With the advent of the internet, the 
importance of Data Privacy law cannot be 
undermined. The majority of our personal 
information is available on the Internet. 
Names, addresses, pictures, bank details 
and even medical information of many 
individuals can be found on the internet. 
This kind of information is sensitive in 
nature and can be exploited for economic 
gain. The law, through Data Privacy law, 
seeks to regulate the use and control of 
personal data.

What is Data Privacy Law 
and its Purpose?

Data Privacy Law in
Nigeria



The following are notable 
procedures:

Benefits of Data Privacy
for Startups

What are Startups and 
Benefits of Data Privacy for 
Startups?

1.  All organizations that control data of 
individuals (data controllers) must make 
available to the general public their data 
protection policies.

2. All data controllers must designate a 
Data Protection Officer for the purpose of 
ensuring adherence to the NDPR.

1.  Customer Trust: most companies 
use data protection and privacy prac-
tices to display to consumers that they 
can be trusted with their personal 
data.

2.  Compliance: compliance with regu-
lations pertaining to data privacy is 
paramount. As meeting legal responsi-
bilities will lead to avoidance of fines 
and eventual loss of revenue.

3.  Avoidance of unwarranted lawsuits: 
focus on data privacy will lead to 
avoidance of unwarranted lawsuits.

4.  Data asset management: the value 
of data in today’s economy cannot be 
undermined, a company with an effi-
cient data privacy system can benefit 
in serving their client base. And with 
customer trust secured, consent can 
be gotten from customers and the 
data can be maximized efficiently.

3.  Data controllers must ensure capacity 
building for Data Protection Officers.

4.  A detailed audit of the privacy and data 
protection practices must be conducted.

 

Business activities like (1) Direct Mar-
keting (i.e Email Marketing) (2) 
Market Research and (3) Data collec-
tion and Data analytics are common-
place in the startup ecosystem and 
they all deal with personal data col-
lection.

For Tech startups most especially, 
knowledge of Data privacy and secu-
rity is a must. As data breaches occur 
in those organizations and by the 
nature of their business, a large 
number of personal data is pro-
cessed. i.e. Fintech Startups in line 
with regulatory requirements have to 
organize efficient KYC (Know Your 
Customer) programs which entail 
submission of personal data.

5.  A soft copy of the summary of an audit 
must be sent to the agency in a situation 
where personal data of more than 1000 in 
6 months was collected.

6.  On an annual basis, a data controller 
who has processed personal data of more 
than 2000 data subjects in a period of 12 
months should submit an audit not later 
than 15th of March of the following year.

A Startup is a company in its initial stages 
of operation focused on a product or ser-
vice with a goal of disrupting the market.

For most Startups the collection of person-
al data is paramount as data exchange 
plays an important role in modern day 
commercial Transactions. 
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Conclusion
Adherence to Data Privacy regulation is encouraged for Startup founders as well 
as administrators in other organizations. The benefits it accords are unlimited and 
valuable by far. The successes in Ad Marketing by companies like YouTube show 
the economic potential of data collection in the global economy. It is important as 
a Data Controller that you follow the principles put in place in the NDPR by seek-
ing consent from the Data Subject, designating a Data Protection Officer and per-
forming necessary audits amongst other considerations.

It is advisable to secure the services of a lawyer who is versed in Data Protection 
and Privacy to advise you on the legal implications of Data Privacy in Nigeria.

FOR LEGAL ADVISORY 
SERVICES, VISIT:


